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Ecobat Holdings, Inc. and its subsidiaries (hereafter referred to as The Ecobat
Group) are committed to protecting the privacy and security of your personal data.
This privacy notice describes how we collect and use personal data about you during
and after your working relationship with us, in accordance with the General Data
Protection Regulation (GDPR/UK GDPR) and other applicable privacy legislation. It
applies to all third-party business partners and independent contractors.

The Ecobat Group is a data controller of the processing, and Exiger Canada, Inc.
(hereafter referred to as Exiger) is a processor acting on behalf of The Ecobat
Group, according to Ecobat’s instructions. This means that we are responsible for
deciding how we hold and use personal data about you. We are required under data
protection legislation to notify you of the information contained in this privacy notice.
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NOTE: Printed copies of this document are uncontrolled. In the case of a conflict between printed
and electronic versions of this document, the controlled version published online prevails.

Scope

This notice applies to current, active third-party business partners (includes
vendors, suppliers, customers and other associated third parties engaged in
business with the Ecobat Group), independent contractors, who conduct business
with the Ecobat Group as well as to prospective employees and contractors. This
notice does not form part of any formal contract or agreement, written or otherwise
stated. We may update this notice at any time but if we do so, we will provide you
with an updated copy of this notice as soon as reasonably practical. It is important
that you read and retain this notice, together with any other privacy notice we may
provide on specific occasions when we are collecting or processing personal data
about you, so that you are aware of how and why we are using such data and what
your rights are under the data protection legislation.

Exiger is a sanction monitoring tool and third-party onboarding platform hosted
online. An Ecobat user of the site will begin inputting information within the system
upon establishing a potential relationship with a third-party business partner

or independent contractor, but prior to engaging in any formal (or informal)
agreement. Exiger (state of incorporation (Canada) and headquarters (New
York)) allows Ecobat to continuously monitor the Ecobat Group’s third-party
business partners and independent contractors for applicable sanctions tied to
affiliated persons, organizations, or countries, as well as monitoring for politically
exposed persons (PEPs) and adverse media. Exiger will also be used as a vendor
onboarding tool to securely submit sensitive information like personal identification
information (PIl), banking information and other personal data through a secure
network with limited viewing.

Personnel Responsible for the Policy

The Chief Compliance Officer, in conjunction with the Executive Committee, has
overall responsibility for this notice, and for reviewing the effectiveness of actions
taken in response to concerns raised under this notice.



https://ecobat.com/fr/exiger-privacy-notice-2023/
https://ecobat.com/es/exiger-privacy-notice-2023/
https://ecobat.com/it/exiger-privacy-notice-2023/
https://ecobat.com/de/exiger-privacy-notice-2023/
https://ecobat.com/nl/exiger-privacy-notice-2023/
https://ecobat.com/ecobatexigerfaqs/

Data Protection Principles

We will comply with applicable data protection law. This says that the personal data
we hold about you must be:

1. Used lawfully, fairly and in a transparent way;

2. Collected only for valid purposes that we have clearly explained to you and not
used in any way that is incompatible with those purposes;

3. Adequate and relevant to the purposes we have told you about and limited only
to those purposes;

4. Accurate and kept up to date;
5. Kept only as long as necessary for the purposes we have told you about; and

6. Kept securely.

The Kind of Personal Data We Collect About You

Personal data processed within Exiger varies by third-party type: Individuals
qualifying as a third-party business partner and organizational third-party contacts.
Exiger captures the following information that provided when an Exiger initiated
questionnaire is submitted:

e Associated third-party contacts within company profiles for business purposes
- name, phone number, email address.

¢ Third-party individuals — name, phone number, email address, address,
personal identification number (Social Security Number, Tax ID, or National
Insurance Number), banking information.

How and Why Is Your Personal Data
Collected/Processed?

We collect personal data for third-party business partners and independent
contractors through Exiger initiated questionnaires. Every third-party entry
receives a standard questionnaire to gather necessary details for sanctions
monitoring, PEP screening, adverse media screening, and third-party onboarding.
This questionnaire is autogenerated by the system and subsequent answers are
stored therein. You will be responsible for inputting any personal data collected
through Exiger’s questionnaire.

The personal data and information you provide will be stored in a database which
is located on servers hosted and operated in the United States and Canada.

The information provided to Exiger (processor) will be processed for the purpose
of (i)sanctions monitoring, (ii) screening for politically exposed persons (PEPs), (iii)
screening for adverse media, and (iv) vendor onboarding in the case of individual
third-parties.

The purpose for which your personal data will be processed is dependent on the
type of category your data is being processed. If you are an organizational third-
party contact, we will use your personal data to contact you regarding information
for the corresponding entity. If you are an individual third-party, we will store your
information within Exiger to serve the purpose of continuous sanctions monitoring,
as well as third-party onboarding.

The personal data and information you provide will be stored in a database which
is located on servers hosted and operated in the United States and Canada by
Exiger. Exiger has entered into contractual commitments with Ecobat to secure the
information you provide in accordance with applicable law. Exiger is committed

to maintaining stringent privacy and security practices including those related to
notice, choice, onward transfer, security, data integrity, access, and enforcement.

You may contact Ecobat with any requests relating to the use, transfer, correction,
or deletion of any of your personal data stored by this service using the contact
information at the end of this document.



Lawful Basis of Processing

Ecobat relies on legal obligations as a lawful basis for processing the personal data
through Exiger, as outlined in:

e The Treaty of the Functioning of the European Union in Part 3 Union Policies
and Internal Actions, Title V Area of Freedom, Security and Justice, Chapter 4
Judicial Cooperation in Criminal Matters, Article 83; and

* Protocol No 4 on the Statute of the European System of Central Banks and of
the European Central Bank, Chapter IV Monetary Functions and Operations of
the ESCB, Article 19 Minimum Reserves.

Automated Decision-Making

You will not be subject to decisions that will have a significant impact on you based
solely on automated decision-making, unless we have a lawful basis for doing so and
we have notified you.

Data Sharing & Data Transfer Details

Exiger may transfer, process, and/or store your personal information in the United
States and Canada. When Exiger transfers personal information to any destination
outside the European Union (EU), the European Economic Area (EEA) or the United
Kingdom (UK), they will take all steps reasonably necessary to ensure that your
data is subject to appropriate safeguards, such as relying on a recognized legal
adequacy mechanism, and that it is treated securely and in accordance with this
privacy notice.

The European Commission has recognized that Canada and United Kingdom have
data privacy laws providing an adequate level of protection. For transfers to the

US and/or countries viewed as inadequate, we have taken appropriate safeguards
to require that your Personal Data will remain protected in accordance with this
Privacy Notice and as required by applicable data protection law. These include
implementing an adequate method of transfer, such as the European Commission’s
Standard Contractual Clauses, for transfers of Personal Data with our third-party
service providers and partners, further details of which can be provided upon request.

In addition, Exiger continues to comply with the EU-US Privacy Shield Framework
and the Swiss-US Privacy Shield Framework as set forth by the US Department

of Commerce regarding the collection, use, and retention of personal information
transferred from the European Union, the United Kingdom, and Switzerland to the
United States, as discussed in Exiger’s Privacy Shield Policy. Ecobat entered into

a Data Processing Agreement (DPA) and Standard Contractual Clauses (SCCs)

with the processor and requires its processor to do the same regarding its sub-
processors. Ecobat implements a number of supplementary measures to ensure the
adequate level of protection of personal data.

Ecobat has conducted Transfer Impact Assessment (TIA) to assess the risk to the
rights and freedom of individuals.

Ecobat will provide data subjects with access to the TIA completed by Ecobat and
to the DPA, SCCs, and supplementary measures implemented by Ecobat upon request.

Data Retention

HOW LONG WILL YOU USE MY PERSONAL DATA FOR?

We will only retain your personal data for as long as necessary to fulfil the purposes
we collected it for, including for the purposes of satisfying any legal, accounting, or
reporting requirements. To determine the appropriate retention period for personal
data, we consider the amount, nature, and sensitivity of the personal data, the
potential risk of harm from unauthorized use or disclosure of your personal data,
the purposes for which we process your personal data and whether we can achieve
those purposes through other means, and the applicable legal requirements.

We will only retain your personal data for as long as is required to facilitate an
active business partnership. After this time, personal data held within Exiger shall
be maintained, purged, archived, and deleted in accordance with global and/or
local records retention policies and procedures.

Personal information collected by Exiger through their platform will be retained as
directed by Ecobat, the controller.



RIGHTS UNDER PRIVACY LAWS

You are entitled to exercise the following rights regarding your data:

¢ Right to be informed: You should know how we use the personal data that we
hold about you and this is the purpose of this Privacy Notice.

¢ Right of Access: Find out what kind of personal information is held about you
and get a copy of this information.

¢ Right of Rectification: Ask for your information to be updated or corrected.

¢ Right to Restrict Use: Ask for your personal information to stop being used in
certain cases, including if you believe that the personal information about you is
incorrect or the use is unlawful.

* Right to Erasure (also known as Right to be Forgotten): This enables you to
ask us to delete or remove personal data where there is no good reason for us
continuing to process it. You also have the right to ask us to delete or remove
your personal data where you have exercised your right to object to processing
if applicable.

* Right to regulate any automated decision-making and profiling of personal data.
You have a right not to be subject to automated decision-making in a way that
adversely affects your legal rights. Please note that there would be no ongoing
automated decision-making or profiling.

Please note that the processing is based on Ecobat’s legal obligation, hence the
right to data portability or the right to object the processing has no effect.

If you want to review, verify, correct or request erasure of your personal data,
object to the processing of your personal data, or request that we transfer a copy
of your personal data to another party, please contact the Data Protection Officer
in writing. Your request will be dealt with without undue delay and no later than one
calendar month.

NO FEE USUALLY REQUIRED

You will not have to pay a fee to access your personal data (or to exercise any of
the other rights). However, we may charge a reasonable fee if your request for
access is clearly unfounded or excessive. Alternatively, we may refuse to comply
with the request in such circumstances.

If you are based in Germany: You have the right to complain to your local
supervisory authority. The complete list and contact details to local German
supervisory authorities may be found here:
https://www.bfdi.bund.de/DE/Service/Anschriften/Laender/Laender-node.html

If you are based in Ireland: You have the right to complain to the Data Protection
Commission (DPC). You can find out how to contact the DPC on their website:
www.dataprotection.ie

If you are based in any other EEA country you have the right to complain to the
relevant Data Protection Authority. You can find the contact info on the EDPB website.

If you are based in the UK: You have the right to make a complaint at any time to the
Information Commissioner’s Office (ICO). You can find out how to contact the ICO
on their website: www.ico.org.uk

If you are based in California: You have the right to complain to the California
Privacy Protection Agency (CCPA). You can find out how to contact the CCPA on
their website: www.ccpa.ca.gov

You may contact us or our DPO on any privacy related matters using the contact
information at the end of this document.


https://www.bfdi.bund.de/DE/Service/Anschriften/Laender/Laender-node.html
http://www.dataprotection.ie
http://www.ico.org.uk

Ecobat Data Protection Contacts

ECOBAT SECURITY POINT OF CONTACT
Terry.Simmons@ecobat.com

ECOBAT SECONDARY SECURITY POINT OF CONTACT
Bryan.Auer@ecobat.com

Ecobat mailing address: data@ecobat.com

Ecobat phone number: +1 877-432-6228

ECOBAT DATA PROTECTION OFFICER:

HewardMills Ireland Limited

Mailing address: Fitzwilliam Hall, Fitzwilliam Place, Dublin 2 DO2 T292 Ireland
Email address: dpo@hewardmills.com

Phone number: +353 1485 4253

Changes to This Privacy Notice

This notice and any related standards or procedures will be reviewed at least
annually by the Chief Information Officer and the Chief Legal Officer for relevance to
and compliance with applicable laws, regulations, and other requirements or upon
any significant changes to the notice to ensure that it meets legal requirements and
reflects best practice.
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